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Abstract 

This research paper proposes a new contract-signing procedure for two mutually distrusted parties. Our protocol is 

based on an RSA multi-signature, which is formally proved to be secure. Our protocol is fair and optimistic. 

Furthermore, different from the above existing schemes, our protocol is abuse-free. The motivation is that we 

integrate an interactive zero-knowledge procedure, proposed for confirming RSA undeniable signatures, into our 

scheme to prove the validity of the intermediate results. Moreover, we exploit trapdoor commitment schemes to 

enhance this zero-knowledge protocol so that the abuse-freeness property can be fully achieved. Technical 

analysis and discussion are provided in detail to show that our scheme is secure and efficient. 
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1. INTRODUCTION 

An abuse free fair contract signing protocol, based on the standard RSA signature scheme allows two 

potentially mistrusted parties to exchange their digital signatures on a contract in an efficient and secure 

way. Like the existing RSA-based solutions, the new protocol is fair and optimistic, i.e., two parties get or 

do not get the other’s digital signature simultaneously, and the trusted third party is only wanted in 

abnormal cases that occur rarely. Though, dissimilar from all previous RSA based contract signing 

procedure, the proposed protocol is further abuse-free. That is, if the contract signing protocol is 

executed unsuccessfully, each of the two parties cannot show the validity of intermediate results 

generated by the other party to outsiders.  

In additional words, each party cannot satisfy an outsider to accept the incomplete 

commitments coming from the other party. This is an important security property for contract signing, 

especially in the situations where partial commitments to a contract may be beneficial to a dishonest 

party or an outsider. The main aim of this paper is to develop an interface wherein the two parties can 

interact with the abuse free fair contract signing protocol such that at any point of time they can be free 

of the held that the other party is cheating them. The contract signing protocol does not give any results 

until and unless the entire contract is signed by both the parties and no intermediate results are 

available to both the parties through which they can get benefited by showing them to the third party.  
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1.2 PROBLEM ANALYSIS 

This research work proposes a new contract-signing procedure for two equally distrusted parties. Our 

protocol is based on an RSA multi-signature, which is formally proved to be secure. Our protocol is fair 

and optimistic. Furthermore, different from the above existing schemes, our protocol is abuse-free.  

 Moreover, we exploit trapdoor commitment schemes to enhance this zero-knowledge protocol 

so that the abuse-freeness property can be fully achieved. Technical analysis and discussion are 

provided in detail to show that our scheme is secure and efficient. 

2. LITREATURE SURVEY 

Contract is an agreement where the rules of the game are specified. It allows the mutually suspicious 

parties to overcome distrust of each other, because their misconduct can be revealed and penalized. 

Parties can cooperate then with minimal risks. SLA (Service Level Agreement) is a specific type of 

contract which states the quality of services that has to be maintained. SLAs are decided between a 

service consumer anda service provider. 

No contract or SLA would be of any usage if it is signed. A signed contract is a convincing 

certificate to an impartial third party that an agreement has actually occurred. In our thesis we define 

signing as a sequence of transactions the VO service provider and service consumer need to indulge into 

in order to exchange electronic signatures on the previously agreed SLA. 

Electronic signing should not be confused with electronic/digital/cryptographic signatures. The 

latter can be thought of as an outcome of a signing process. Electronic signatures are based on a public-

key infrastructure and involve PKI certificate. The strength of electronic signatures is related to a 

cryptographic algorithm used. Electronic signatures provide integrity of a message (SLA in our case), 

non-repudiation evidence and authentication evidence. Electronic/digital signature can be defined as a 

construct that authenticates both the origin and the contents of a message in a manner that is provable 

to a disinterested third party  

Signing contracts is not a novel phenomenon. In fact, signing and various visual marks associated 

with it, e.g. signatures and seals, have been around for so long, that they have even acquired a cultural 

meaning that differs from country to country [PROTO18]. Signing today has essentially the same 

function as in ancient times with the exception that it has moved to a digital world: contracts have 

become ‘electronic contracts’ and signing – ‘electronic signing’.  

3.METHODOLOGY 

3.1 RSA ALGORITHM 

The RSA algorithm is used for both public key encryption and digital signatures. It is the most widely 

used public key encryption algorithm. The basis of the security of the RSA algorithm is that it is 

mathematically infeasible to factor sufficiently large integers. The RSA algorithm is believed to be secure 

if its keys have a length of at least 1024-bits. 
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3.1.1 Digital Signing 

In order to sign a message the sender does the following: 

1. Produces a hash value of the message 

2. Uses his/her private key (n, d) to compute the signature 

S = Md mod n 

3. Sends the signature S to the recipient 

3.1.2. Signature Verification 

The recipient does the following in order to verify the message: 

1. Uses the senders public key (n, e) to compute the hash value 

V = Se mod n 

2. Extracts the hash value from the message 

3. If both hash values are identical then the signature is valid 

3.2 KEY GENERATION ALGORITHM 

1. Generate two large random primes, p and q, of approximately equal size such that their 

product n = pq is of the required bit length, e.g. 1024 bits. 

2. Compute n = pq and (phi) φ = (p-1)(q-1).  

3. Choose an integer e, 1 < e < phi, such that gcd(e, phi) = 1.  

4. Compute the secret exponent d, 1 < d < phi, such that ed ≡ 1 (mod phi).]. 

5. The public key is (n, e) and the private key (d, p, q). Keep all the values d, p, q and phi secret. 

[We prefer sometimes to write the private key as (n, d) because you need the value of n when 

using d.] 

• n is known as the modulus. 

• e is known as the public exponent or encryption exponent or just the exponent. 

• d is known as the secret exponent or decryption exponent. 

3.3 ENCRYPTION 

1. Obtains the recipient B's public key (n, e). 

2. Represents the plaintext message as a positive integer m, 1 < m < n Computes the ciphertext c = 

me mod n. 

3. Sends the cipher text c to B. 
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3.3.1.DECRYPTION 

1. Uses his private key (n, d) to compute m = cd mod n. 

2. Extracts the plaintext from the message representative m. 

3.4 SIGNATURE VERIFICATION 

1. Uses sender A's public key (n, e) to compute integer v = se mod n. 

2. Extracts the message digest from this integer. 

3. Independently computes the message digest of the information that has been signed. 

4. If both message digests are identical, the signature is valid. 

From the view point of technique, the problem of digital contract signing belongs to a wide 

topic: fair exchange, i.e., how to enable two (or multiple) potentially mistrusted parities exchanging 

digital items over computer networks in a fair way, so that each party gets the other’s item, or neither 

party does. Actually, fair exchange includes the following different but related issues: contract signing 

protocols certified e-mail systems, non-repudiation protocols and repayment schemes in electronic 

commerce. 

 In this paper, we mainlyfocus on the problem of digital contract signing. Since aparty’s 

commitment to a digital contract is usually defined as his/her digital signature on the contract, digital 

contract signing is essentially implied by fair exchange of digital signatures between two potentially 

mistrusted parities. There is a rich history of contract signing (i.e., fair exchange of digital signatures) 

because this is a fundamental problem in electronic transactions.  

4. EXPERIMENT RESULTS 

This paper proposes a new contract-signing protocol for two mutually distrusted parties. Our protocol is 

based on an RSA multi-signature, which is formally proved to be secure. Our protocol is fair and 

optimistic. Furthermore, different from the above existing schemes, our protocol is abuse-free.  

The reason is that we integrate an interactive zero-knowledge protocol, proposed for confirming 

RSA undeniable signatures, into our scheme to prove the validity of the intermediate results. Moreover, 

we exploit trapdoor commitment schemes to enhance this zero-knowledge protocol so that the abuse-

freeness property can be fully achieved. Technical analysis and discussion are provided in detail to show 

that our scheme is secure and efficient. 
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Fig 17: Decrypt the Received Data 

 

 

5. CONCLUSION 

In this paper, based on the standard RSA signature scheme, we proposed a new digital contract-signing 

protocol that allows two potentially mistrusted parties to exchange their digital signatures on a contract 

in an efficient and secure way. Like the existing RSA-based solutions, the new protocol is fair and 

optimistic, i.e., two parties get or do not get the other’s digital signature simultaneously, and the TTP is 

only needed in abnormal cases that occur occasionally. However, different from all previous RSA-based 

contract-signing protocol, the proposed protocol is further abuse-free. That is, if the contract-signing 

protocol is executed unsuccessfully, each of the two parties cannot show the validity of intermediate 

results generated by the other party to outsiders, during or after the procedure where those 

intermediate results are output. In other words, each party cannot convince an outsider to accept the 

partial commitments coming from the other party. This is an important security property for contract 

signing, especially in the situations where partial commitments to a contract may be beneficial to a 

dishonest party or an outsider. Technical details are provided to show that our protocol meets a number 

of desirable properties, not only those just mentioned.  
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